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Abstract 
 
Deterrence theory has received considerable 
attention in recent years. However, scholars have 
begun to call for research beyond the deterrence 
approach on security behaviors, and argue that the 
theory of emotion should not be omitted from 
information systems security decision making [15, 81]. 
In this research, we examine and distinguish effects of 
anger and fear on perceived costs of sanctions and 
deviant security behavior. A research model is 
developed based on deterrence theory and cognitive 
appraisal theory of emotion. We propose to design a 
scenario of introducing a new security monitoring 
system, to analyze the interplays of anger, fear, 
perceived certainty, perceived severity of sanctions and 
deviant security behavior. The results will have 
important implications for comprehensively 
understanding employees’ deviant security behavior. 
 
 
1. Introduction 
 
According to the recent Intel Security Report [14], 
more than 43% of security breaches are caused by 
insider employees. For example, intellectual property 
theft which is caused by current and former employees 
costs US companies $250 billion per year [65]. The 
insider threat is regarded as one of the largest threats to 
organizations [75, 81]. To reduce the insider threat, 
organizations have taken efforts to develop and 
implement stringent monitoring and control activities, 
information security policies (ISPs), and sanctions to 
deter security threat behaviors. Based on general 
deterrence theory (GDT), extant studies have found 
that security countermeasures increase employees’ 
perceived certainty and severity of sanctions [35, 72], 
which are negatively associated with deviant security 
behavior, such as IT misuse or computer abuse [24, 39, 
56]. 
Prior research focuses largely on compliant 
behaviors versus security policies for employees [3, 67, 
75, 76, 81]. In essence, those studies attempted to 
examine factors which can maximize the deterrence 
effect and reduce employees’ noncompliance behaviors. 
Yet findings of the literature are rather mixed and 
ambiguous. Although security countermeasures are 
found to decrease employees’ security threat behaviors 
[21, 24], these security efforts may also increase 
security threat behaviors [52, 57]. For example, several 
studies have indicated that the increased severity of 
sanctions negatively influence employees’ compliance 
intention [38, 39]. 
Recent studies suggest that organizations need an 
extended security action cycle to understand offenders’ 
thought processes [80, 81], and find that other 
organizational or individual factors might have a 
significant effect on IS security behaviors [79]. 
Willison and Warkentin [81] point out that phenomena 
beyond the security action cycle has rarely been 
studied by IS researchers and in particular, “examining 
the relationship between emotions and deterrence 
would represent a new stream of research for the IS 
security field” (p.10). For example, continual 
enhancements to security countermeasures can be 
stressful and disruptive to employees’ work routines 
[23]. In the organization, an event which is appraised 
as stressful by employees would induce negative 
emotions which may lead to deviant behaviors [7, 8]. 
Therefore, there is a pressing need to integrate 
emotional factors and cognitive factors to further study 
IS security behaviors [81].  
In this paper, we design a scenario of introducing a 
new security monitoring system to investigate 
employee responses to stressful events. Based on this, 
we try to examine the deviant security behavior of 
employees in organizations. Deviance refers to 
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“voluntary behavior of organizational members that 
violates significant organizational norms, and in so 
doing, threatens the well-being of the organization 
and/or its members” [59]. To advance this line of 
research, we propose to integrate general deterrence 
theory and negative emotional reactions (i.e., anger vs. 
fear) in predicting employees’ deviant security 
behavior in organizations. We aim to empirically 
validate and distinguish the effect of anger and fear on 
perceived costs of sanctions and deviant security 
behavior.  
Drawing on deterrence theory [72] and cognitive 
appraisal theory of emotion [33], we develop a 
framework in an effort to examine interplays of 
employees’ emotions and organizational sanctions 
vis-à-vis deviant security behavior. We conjecture that 
both negative emotions (i.e., anger and fear) and 
perceived sanctions impact deviant security behavior. 
In addition, we argue that negative emotions influence 
employees’ rational evaluations towards security 
countermeasures in organizations. That is, we posit that 
anger and fear have a contradicting impact on 
perceived certainty and severity of sanctions. 
Furthermore, we predict that negative emotion 
moderates the relationship between sanctions on 
deviant security behavior. In essence, we assume that 
the effect of sanctions decreases with a high level of 
anger and the effect of sanctions increases with a high 
level of fear. 
In the following section, we review related 
literature and develop a theoretical model. Then, we 
describe our proposed methodology and expected 
findings. Finally, we present the contribution and 
discuss future research. 
 
2. Literature Review 
 
2.1. IS Security Behaviors 
 
In general, IS security behaviors refer to “behaviors 
of employees in using organizational information 
systems, and such behavior may have security 
implications” [36]. There are many examples of IS 
security behaviors, such as compliance or 
noncompliance with IS security policy [13, 17, 39, 52, 
58], computer abuse [43, 53], and IT misuse [24], etc. 
Organizations that identify factors influencing 
employees’ IS security behaviors gain a strategic 
advantage by improving overall security [2, 38, 70]. 
Recent IS security research has devoted considerable 
efforts to investigating factors affecting employees’ 
security behaviors through a plethora of theoretical 
lens, including General Deterrence Theory [17, 24, 39, 
41, 71, 72], Protection Motivation Theory [2, 9, 19, 39, 
47, 67], Rational Choice Theory [13, 41], Reactance 
and Justice Theory [52, 53, 57, 77], Accountability 
Theory [75, 76], Theory of Reasoned Action [37, 67], 
Cognitive Evaluation Theory [67], Coping Theory [23], 
Compliance Theory [17], Neutralization Theory [68], 
and Principal Agent Theory [38].  
A significant number of IS security research has 
investigated the effectiveness of deterrence on 
employee security behaviors (see Table 1). For 
example, D'Arcy, Hovav and Galletta [24] predict that 
perceived certainty and severity of sanctions negatively 
influence IS misuse behavior. However, other studies 
argue that perceived severity of punishment negatively 
impact employee security policy compliance intention 
[38, 39]. Hu, Xu, Dinev and Ling [41] and Siponen and 
Vance [67] point out that perceived certainty and 
severity of sanctions have no significant impact on the 
intention of security policy violation. The perceived 
costs of sanctions have an ambivalent conclusion on 
employee security behaviors.  
In criminology, prior literature emphasizes the role 
of situational and emotional variables. Criminological 
scholars suggest that omitting the effect of emotion 
from the decision making may lead to inconsistent and 
incomplete results [15, 29, 81]. In the IS literature, the 
effect of emotions has received increasing attention 
[83]. For example, Zhang and Li [84] suggest that 
perceived affective quality positively influences 
perceived usefulness and perceived ease of use. Deng 
and Poole [26] note that the design of webpage 
enhances users’ positive emotions and facilitates 
subsequent psychological state and behaviors. Hwang 
and Kim [42] point out that enjoyment and anxiety 
mediate the relationship between perceived web 
quality and e-trust. Most recently, Yin, Bond and 
Zhang [82] examine the importance of discrete 
emotions on online review. They compare the different 
effects of anxiety and anger on perceived helpfulness 
of online review.  
In the context of IS security, some  studies began 
to explore  the effect of emotion on security behaviors 
have attempted to investigate the phenomena such as 
emotion and computer abuse [43] and emotion coping 
and threat avoidance behaviors [49]. In particular, Kim, 
Park and Baskerville [43] suggest that abuse-positive 
affect positively influences abuse intention. Liang and 
Xue [49] point out that employees would focus more 
on emotion-focused coping strategy if they consider 
that the situation cannot be controlled. However, there 
is a paucity of empirical research studying the 
mechanism of emotions and IS security behaviors. In 
order to advance this research, this study is attempting 
to investigate interaction effects of discrete emotions 
(anger vs fear) and perceived certainty and severity of 
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sanctions on deviant security behavior, particularly in 
organizational settings. 
 
Table 1. Literature Review of the Relationship between 
Deterrence and Security Behaviors 
Author Theory Variable Conclusion 
Straub 
[71] 
General 
Deterre
nce 
Theory 
Investment 
in Security 
Counterme
asures; 
Computer 
Abuse 
Investment in security 
countermeasures is 
negatively associated 
with computer abuse. 
D'Arcy, 
Hovav 
and 
Galletta 
[24] 
General 
Deterre
nce 
Theory 
Perceived 
Certainty; 
Perceived 
Severity; IS 
Misuse 
Intention 
Perceived severity 
negatively influence IS 
misuse intention. 
Lee, Lee 
and Yoo 
[46] 
General 
Deterre
nce 
Theory; 
Social 
Control 
Theory 
Security 
Policy; 
Insiders’ 
Abuse 
Security policy has no 
significant effect on 
insiders’ abuse. 
Siponen 
and 
Vance 
[68] 
General 
Deterre
nce 
Theory; 
Neutrali
zation 
Theory 
Formal 
Sanctions; 
Informal 
Sanctions; 
IS Security 
Policy 
Violation 
Intention 
Formal sanctions and 
informal sanctions have 
no significant impact on 
IS security policy 
violation intention. 
Hu, Xu, 
Dinev 
and Ling 
[41] 
General 
Deterre
nce 
Theory; 
Rationa
l 
Choice 
Theory 
Certainty of 
Sanction; 
Severity of 
Sanction; 
Celerity of 
Sanction; 
IS Security 
Policy 
Violation 
Intention 
Certainty, severity, 
celerity of sanctions 
have no significant 
effect on intention to 
commit policy 
violations. 
Herath 
and Rao 
[38] 
Deterre
nce 
Theory 
Severity of 
Penalty; 
Certainty of 
Detection; 
IS Security 
Policy 
Compliance 
The certainty of 
detection is positively 
and the perceived 
severity of penalty is 
negatively related to IS 
security policy 
compliance. 
Herath 
and Rao 
[39] 
Protecti
on 
Motivat
ion 
Theory; 
Deterre
nce 
Theory 
Severity of 
Punishment
; Detection 
Certainty; 
IS Security 
Policy 
Violation 
Intention 
The certainty of 
detection positively and 
punishment severity 
negatively affect IS 
security policy 
compliance. 
 
 
2.2. Nature of Emotion 
 
Emotion is one specific type of state affect, which 
presents affective experiences [78]. Compared with 
trait affect, state affect influences cognition with 
different patterns and mechanisms [34]. The induction 
of emotion has specific targets, whereas mood is an 
affective state which is generalized and lower intense 
[32]. 
There are two prominent approaches to characterize 
emotions. Dimensional theories assume that valence 
and arousal are important dimensions to capture 
emotions [62]. Emotion in general influences perceived 
costs and benefits of crimes [11, 51]. For example, 
negative emotions in general lead to cautious behaviors 
no matter whether emotion is anger or fear. However, 
the dimensional view of emotions has been challenged 
[69]. There are many emotions that cannot be captured 
by valence and arousal [28]. For example, although 
anger and fear are similar on the dimensions of valence, 
they lead to different behaviors [12]. 
Other works on emotion have concentrated on 
cognitive judgment under different emotions [64, 69]. 
This theory argues that different interpretations of 
situations lead to different emotions [31, 61]. For 
example, employees monitored by security 
countermeasures might interpret the event as 
punishment which may lead to fear or as the loss of 
control which may result in anger. Under different 
emotional states, individuals view threats of sanction 
differently [86]. For example, when individuals 
experience anger, they will not consider future 
punishments of their behaviors and focus on current 
emotional states. However, when individuals are 
fearful, they may be more afraid of future punishments. 
 
2.3. Anger and Fear 
 
Based on the appraisal dimensions of emotion, 
anger and fear are similar in pleasantness appraisal but 
they differ considerably in the appraisal of certainty 
[30, 69]. For instance, anger arises from stressful 
events which are appraised as certain (i.e., individuals 
are clear of what happened and can predict what may 
happen in the future). However, fear arises from 
stressful events which are appraised as uncertain (i.e., 
individuals cannot predict what will happen) [73]. 
In support of appraisal view, studies in criminology 
literature have explored the effect of anger and fear on 
individual offending decisions. For example, Lerner 
and Keltner [48] suggest that fearful individuals assess 
risky situations negatively and are more likely to 
reduce risky decision making. Conversely, angry 
individuals are more certain of risky situations and are 
more likely to take risk seeking decision making. In 
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addition, prior research suggests that feelings of fear 
prevent offenders from intended crimes [12, 20]. The 
effect of fear on offending decisions increases the 
effectiveness of deterrence policies and intervention. 
However, prior research has shown that anger reduces 
the effectiveness of sanctions [4-6, 15, 85] and is more 
likely to lead to offending behaviors [12, 27, 55]. 
Therefore, anger and fear have different effects on 
sanctions and security behaviors. 
 
3. Research Model 
 
 
 
Figure 1. An Integrated Emotion and GDT Model 
 
Damasio [25] suggests that high (or low) levels of 
emotion can lead individuals to make irrational 
decisions, which are not in their best interests. When 
individuals experience intense emotion, they usually 
irrationally think and inappropriately evaluate costs 
and benefits [86]. This observation is consistent with 
the issue of bounded rationality [16, 66]. Bouffard, 
Exum and Paternoster [10] note that emotional states 
could be important factors influencing rational decision 
making. Individuals experiencing high emotional 
intensity will irrationally assess perceived costs and 
benefits. For example, intense emotional states may 
cause individuals to focus on how to cope with 
emotions and ignore concerns which normally inhibit 
behaviors. Based on deterrence theory and cognitive 
appraisal theory of emotion, we integrate emotions and 
deterrence to predict employee security behaviors. The 
model is depicted in Figure 1. 
Prior research notes that different emotions have 
different impact on behaviors [48]. Anger and fear 
differs in the dimension of certainty. Lerner and 
Keltner [48] suggest that individuals experiencing fear 
would negatively appraise the situation and this 
uncertain emotion would lead to more cautious 
decision making. In other words, fearful individuals 
would be more likely to reduce risky behaviors. 
Conversely, individuals experiencing anger are certain 
of what is happening and emotion may cause quick and 
heuristic decision making. Prior criminological 
research indicates that anger reduces and fear increases 
perceived costs [4, 5, 85] and those emotions lead to 
different behaviors [55].  
In IS security context, based on appraisal 
tendencies, individuals experiencing anger appraise the 
stressful situation quickly and are more likely to lead to 
decreased cost perceptions. In contrast, individuals 
experiencing fear appraise the stressful situation 
carefully and are more likely to increase perceived 
costs of sanctions.  
Therefore, we propose that anger negatively and 
fear positively influences individual perceived 
certainty and severity of sanctions. 
H1a: Anger will be negatively associated with 
perceived certainty of sanctions. 
H1b: Anger will be negatively associated with 
perceived severity of sanctions. 
H1c: Fear will be positively associated with 
perceived certainty of sanctions. 
H1d: Fear will be positively associated with 
perceived severity of sanctions. 
General Deterrence Theory predicts that certainty 
and severity of sanctions deter individuals from illicit 
act [35]. In this study, according to D'Arcy, Hovav and 
Galletta [21], we refer “certainty of sanctions to the 
probability of being published, and severity of 
sanctions to the degree of punishment” associated with 
deviant security behavior. Prior deterrence research 
shows that sanctions negatively impact individual 
criminal and deviant behaviors [54]. For example, 
perceived certainty and severity of sanctions are 
negatively related to employee intention to engage in 
deviant behaviors [18, 40, 54].  
The IS security literature has found that perceived 
certainty and severity of sanctions negatively influence 
IT deviant behaviors [22, 24, 39]. For example, Straub 
[71] points out that security countermeasure 
investment is negatively associated with computer 
abuse. D'Arcy, Hovav and Galletta [21] predict that 
perceived severity of sanctions negatively influences 
IS misuse intention. Herath and Rao [38] and Herath 
and Rao [39] suggest that the detection certainty has a 
positive relationship with IS security policy 
compliance intention. Therefore, we predict that 
perceived certainty and severity of sanctions are 
negatively associated with employee deviant security 
behavior. 
H2a: Perceived certainty of sanctions will be 
negatively associated with employee deviant security 
behavior. 
H2b: Perceived severity of sanctions will be 
negatively associated with employee deviant security 
behavior. 
In addition, prior studies found support for the 
moderating effect of emotions on decision making [15, 
27]. For example, Loewenstein [50] suggests that 
H2 (-) H1 (+) 
Deviant 
Security 
Behavior 
Sanction: 
- Perceived Certainty  
- Perceived Severity 
Negative emotion: 
- Anger 
- Fear 
H3 (+) 
H4 (+) 
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emotions influence offending behaviors and the level 
of influence is proportionate to the emotion level. 
Therefore, individuals experiencing strong emotions 
will behave contrary to their rational considerations. 
Carmichael and Piquero [15] conclude that anger 
moderates the relationship between cognitive variables 
and offending behaviors. The results show that anger 
positively influences the effect of perceived thrills on 
assault intentions, while it negatively influences the 
effect of sanctions on assault intentions. Therefore, 
under a high level of anger, sanctions inhibit 
aggressive behaviors. Exum [27] suggests that 
although anger does not lead to aggressive intentions 
independently, it moderates the relationship between 
alcohol and aggression. The result shows that an 
intoxicated group in the anger-provoking situation 
reports significant higher aggressions than those in the 
no-anger situation. 
Therefore, in the IS security context, we posit that 
security countermeasures may have no effect on 
employee deviant security behavior when individuals 
are under higher anger, For example, anger is more 
likely to influence the cognitive performance 
consequences of employee behaviors. Individuals 
experiencing anger are more likely to take actions 
contrary to their self-interest. In contrast, individuals 
who are under fear are more likely to overestimate 
costs of their behaviors. Under high fear, the effect of 
security countermeasures on security behaviors would 
be enhanced. Boss, Galletta, Lowry, Moody and Polak 
[9] point out that fear appeals would be a good 
supplement to IS security policy. Organizations can 
use fear appeals to prevent users from violating 
security policies. Therefore, we propose that anger 
negatively moderates the effect of perceived certainty, 
severity of sanctions on deviant security behavior and 
fear positively moderates this relationship. 
H3a: Anger will negatively moderate the effect of 
perceived certainty of sanctions on employee deviant 
security behavior. 
H3b: Anger will negatively moderate the effect of 
perceived severity of sanctions on employee deviant 
security behavior. 
H3c: Fear will positively moderate the effect of 
perceived certainty of sanctions on employee deviant 
security behavior. 
H3d: Fear will positively moderate the effect of 
perceived severity of sanctions on employee deviant 
security behavior. 
Loewenstein [50] proposes that state emotion 
directly influences behaviors. Negative affect induced 
by stressful events is more likely to lead to negative 
behaviors [7, 8]. For example, Lee and Allen [45] 
estimate the direct and positive relationship between 
negative affect and deviant behaviors in the 
workplace..  
According to the perspective of “appraisal 
tendency”, Lerner and Keltner [48] find that fear and 
anger have different effects on behaviors because they 
interpret events or situations differently. Individuals 
experiencing anger exhibit more risk seeking behaviors. 
For example, Bouffard [12] suggests that anger has a 
direct and positive effect on offending behaviors. 
Rodell and Judge [60] note that anger positively 
mediates the relationship between hindrance stressors 
and counterproductive behaviors. In contrast, fearful 
individuals give more negative assessments of risky 
behaviors, and would lead to less risky choices [63]. 
For instance, Boss, Galletta, Lowry, Moody and Polak 
[9] predict that fear negatively influences anti-malware 
software use intention. 
Therefore, we propose that employees experiencing 
anger are more likely to increase deviant behaviors 
such as purposely violating security policies. In 
contrast, employees experiencing fear would like to 
reduce deviant security behaviors. 
H4a: Anger will be positively associated with 
employee deviant security behavior. 
H4b: Fear will be negatively associated with 
employee deviant security behavior. 
 
4. Proposed Research Method 
 
We propose to employ the scenario-based factorial 
survey to test the research model. We select the 
scenario-based method for several reasons.  
First, Klepper and Nagin [44] point out that 
scenario-based method is useful for employee 
behaviors because it incorporates details of the 
situation. Scenario-based method ensures that 
respondents’ decision making is almost close to the 
reality and keeps the uniformity of contextual details 
[1]. Second, scenario-based method provides an 
indirect way to measure employee responses to 
stressful events and deviant security behaviors, which 
are difficult to measure directly [74].. Therefore, the 
scenario-based method is used widely in IS security 
research [24, 41, 68, 75, 76]. 
According to scenarios designed by Lowry and 
Moody [52], Siponen and Vance [68] and Vance, 
Lowry and Eggett [75], we expect to design scenarios 
to analyze employees responses to the introduction of 
new security monitor system. Below is an example of 
the scenario. 
 
Management has decided to introduce a new 
computer-monitoring system to look for and identify 
people who may be breaking company policy. The new 
system will continually monitor and trace all 
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employees’ computer and network use. All employees 
will be checked for computer-rule violations by 
managers. Managers have discretion concerning how 
to discipline employees who are caught violating 
computer policy. All employees must follow and adhere 
to it immediately with no compliant, dispute, and 
questions asked. 
 
The procedures include two phases. In the first 
phase, each subject is provided scenarios 
corresponding to introducing a new security 
monitoring system and will be asked to read the 
scenarios. Scenarios are regarded as an unintimidating 
way to react to sensitive issues [54]. In the second 
phase, each subject will be asked to complete an online 
questionnaire which measures anger and fear, 
perceived certainty, perceived severity, and deviant 
security behaviors. Each subject will be asked to 
provide demographic information. 
The proposed data collection plan will be 
implemented in summer 2016. We plan to send email 
invitations to work professionals for an online survey. 
A total of 300 datasets will be solicited. We will use 
survey instrument for data collection. Scales for 
perceived certainty and perceived severity are each 
adapted from Peace, Galletta and Thong [56] and 
D'Arcy, Hovav and Galletta [24]. Anger and fear are 
measured from Bouffard [12]. 
 
5. Expected Findings 
 
Based on the above analysis, we expect to deeply 
investigate interplays between emotions and sanctions 
vis-à-vis deviant security behavior. We hope to unveil 
several interesting findings.  
First, we expect that negative emotions (anger and 
fear) have direct influences on deviant security 
behavior. Specially, anger has a negative effect on 
deviant security behavior and fear has a positive effect 
on deviant security behavior. It indicates that different 
emotions have a unique effect on IS security behaviors. 
Second, we expect that negative emotions have an 
indirect effect on deviant security behavior, partially 
mediated by perceived certainty and severity of 
sanctions. Emotion can alter employees’ costs 
perceptions, then influences their security behaviors. 
Specially, anger decreases their perceived certainty and 
severity of sanctions whereas fear increases their 
perception of sanctions.  
Third, we expect that negative emotions moderate 
the effect of perceived certainty, severity of sanctions 
on deviant security behavior. Specially, under a high 
emotional state of anger, perceived certainty and 
severity of sanctions have less impact on deviant 
security behavior. In contrast, under a high emotional 
state of fear, perceived certainty and severity of 
sanctions have higher impact on deviant security 
behavior. 
 
6. Expected Contribution and Future 
Work 
 
This study integrates deterrence theory and 
cognitive appraisal theory of emotion. The theoretical 
marriage will significantly contribute to IS security 
research. 
First, we provide a more complete model to 
understand employees’ deviant security behavior by 
integrating emotional and cognitive factors. Willison 
and Warkentin [81] put forward that “the fact that 
phenomena which exist temporally prior to deterrencee 
have rarely been addressed by IS researchers” (p.5). 
Among their suggested research directions, this study 
particularly echoes their call for additional studies 
“examining the relationship between emotions and 
deterrence would represent a new stream of research 
for the IS security field” (p.10). 
Second, we examine and distinguish the direct 
effect of discrete emotions (anger and fear) on IS 
deviant security behavior. This helps to understand the 
underlying mechanism of different types of emotion 
and is instrumental to future IT security research. The 
different effect of anger and fear on employee 
cognition and security behaviors will support the 
cognitive appraisal theory of emotion [64, 69]. 
Third, we estimate the moderating effect of discrete 
emotions (i.e., anger and fear) on deviant security 
behavior. This new path may help address the 
inconsistent conclusion between deterrence variables 
and security behaviors. In this context, anger and fear 
have an ambivalent effect. This study will partially 
explain why perceived severity has both positive and 
negative effect on deviant security behaviors studied in 
prior research [24, 39, 56].  
In essence, emotion has been recently considered as 
an important factor in influencing IS security behaviors 
[49, 81]. Future research should take more efforts to 
understand IS security behaviors by considering the 
interaction between emotions and cognitive factors. 
The integration of emotion in deterrence theory, as 
proposed in this study, would provide good guidance to 
organizations to better understand and control 
employees’ security behaviors and enhance corporate 
security. 
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